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Abstract: In the current era of digitalization and networking, the demand for digital copyright transactions is in-
creasing. The traditional centralized copyright protection system has series of problems such as high registration
costs, long work acceptance times, and being vulnerable to tampering by saboteurs. Blockchain as a decentralized
network structure and based on P2P network and cryptographic technology, which can establish trust relationship on
the network by pure mathematics. Without relying on the middle platform, blockchain technology can naturally alle-
viate the above problems. With the help of self-regulatory, traceable and decentralized features of blockchain tech-
nology and digital copyright trading scenarios, a digital copyright trading system model was designed. The new sys-
tem is based on the advanced permissioned blockchain provided by IBM. The implementation of copyright registra-
tion and copyright transaction can ensure the integrity and tamper-resistant of the information. Finally, the installa-
tion time of chain code deployment was tested. The results show that the system is simple to install and has low
maintenance costs. Compared with the traditional trusted third party copyright authentication mechanism, the
blockchain-based digital rights trading system has a short registration time, no registration fee, and better architec-
ture security and scalability.
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PK, SK, myBookList} . 5 X Person 7 J7 3%,
Yl A B G PR T User 3X—28, QI
J&T Owner iX—35, PK M A, SK 2H
FFAER S balance JEH FERELREN, bookList
W AT A 104845 R, myBookList 13k
P EUER BT BFEAE S . AR R EF iR
BE %544, BEMAERRAE s HIRAS S s
SR ERNERYE . BRGSO, BOrEES
A AT DL R b R s SR AR, N
MARTFLT R, IS R ARIX 2 Fiag By, 4]
YEB ARSI, T 2 IRl

2) %

ARG W B B, s PSS
R A o4l

DigitalWork ={dci, name, category, createTime,
description, content, owner }, Book={ dci , name ,
category, createTime, description, content, owner ,
price, subscribePrice , subscribers } .

dei AR ME— AR IRST, name JEHT
WA f 44 5 category & 1E il 7325, createTime
SEBIEEMTE], description J& U7 AF i 16 B A,
content JE 7y WIS B, owner EAE R PITH
price s FEFRE NS, subscribePrice 717 [ AF
s SCAT AN S, subscribers JE1ZAE T R
IRCRAE AR SE

3) &5

fEX SRS, PRI R Re a4y (8
HHERD) MU, #HCAR Y. H s A
composer-rest-serve $& it K] o F 8 7] LLX 5 2
BEAT I, ATAT N A o RROBGAE I R
BUER , B WA B AE 5 1) E ARG Ik 1-
3 PR,

*1 oA E M E ZRED
PSSV 2 AR
e BERMIAAAL, e BIgE b, TR e
A NATELIFFR3HT Work 4514
function onRegisterOfWork(Work) {

var new Work=work;

return getAssetRegistry('org.whu.dci.management. Work ')
.then(function(){
return getAssetRegistry(‘org.whu.dci.management.Book")}); //
TEMRA L OB work ,  SEBTIKA
}

*2 FRAREE 1L E XD
JEAE L E T TR
AP BEEAIAGI, wkesEE b, R RIE ) e R
Fe NATEUFIIHT Work £
function onChangeOwnerOfWork(ChangeOwnerOfWork) {
var newOwner=ChangeOwnerOfWork.newOwner;
U ARl Lk T7
var oldOwner=ChangeOwnerOfWork.book.owner; //3RHURAX
HikmiLTr

113RBURR

ChangeOwnerOfWork.book.owner=newOwner;

var price=ChangeOwnerOfWork.book.price; /3R k42
cp R G R A L A

newOwner.balance=newOwner.balance-price; /WP L7711
Bl R 1L 2

oldOwner.balance=oldOwner.balance+price; /£ % ik J5 [
£ 38 A Lk gk

UpdateUserRegister(); /S # A F 5 BAHZE0T R

BUE &
UpdateDciRegister();
return 1;
}
x3 HFARITREERT
v T I A

Hrde: BEAIIAM, R L, F R R T R
Fe NFTELEFIRET Work 451
function onSubscribeWork(SubscribeWork) {

var subscriber=SubscribeWork.subscriber;

var author=SubscribeWork.book.owner;

var subscribePrice=Subscribe Work.book.subscribePrice;

subscriber.bookList.push(SubscribeWork.book);  //' 5 4% I
B — B R

author.balance+=subscribePrice; /fauthor W AL KU I,

subscriber.balance-=subscribePrice; /1] % & 40 B>
UpdateUserRegister(); /55 H1 kA< v Fil A5 BRI S0 R
BUE &

UpdateDciRegister();

return 1;

1
S

3.3 RHEE;M

h TR AR BB B L A P R BRSO 5
Sy P T, 2 IBM 2411 fabric].0 T i #E 15
HAE I G, g 3 SR8 B
AY5. WRHEEJ7 Fabric 4 SIRE TR, 1
BN i B2 docker DL docker compose 1.
H, FEAHMN docker B4 F Fabric Jifid, %1%
"2 1% Cryptogen #2J7, ) H 1% #2E 5 FAH K
crypto-config.yaml Pt & SCAF A e A FASHAIIEFS
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25 TLS UEF: 53 —H CA M A T H - %%
SR R PRI P e T e Bl S, R G i A
] configtxgen 2 I X e (anl& 3(a)Frs) LA
J¢ Channel FC& X, R RCEA S, R
AJ 3] Fabric 2% 8% (Wl 3(b)fr), B, 58K
f1% channel (A1 3(c)F7n), %A Peer 7 fifk
AN Channel, SRS 1Y R (Tl 3(d)Fs) X
— RYEAE. IXFE, Fabric WEHER LT T 2
R, R ST RS 22 B Fabric 45 .

Fabric 550557 £F golang 1 JavaScript. K T &
R REP AT R, il fabric composer AT

st Generating Orderer Genesis block #ataitsstatity
R A R R R R R

RIFEL RGNS . B S, A composer-
rest-server 1 LUAE OV S5 (R e Fe 42 11 Clnf] 4
FroR ), P AT DLJE ik a2 o £ 11 5 1) 28 S i

NI 27T QT e I S K DRk A A YR E i =
Joi s A TSR A S AT TR R e, I
WoRAERE b, R Zdak—H BBE, e,

4 FZRGERINKS SR

Hil, REMZ LKL SkB, 1Wid7E
M%W%A M RSB IR, IR T R
N RUBEI IR 2 RN S BIALI TR K24 9 770 ms,
$ﬂ%$ﬁﬁ%ﬁmﬁ0%m°¢ﬂ”%Mﬁk

2018-06-26 21:32:46.810 CST [common/configtx/tool] main -> INFO @01 Loading configuration
2018-06-26 21:32:46.840 CST [common/configtx/tool] doOutputBlock -> INFO 002 Generating genesis block

2018-06-26 21:32:46.841 CST [common/configtx/tool] doOutputBlock -> INFO 003 Writing genesis block

(a) At X H

network "net_byfn" with the default driver
peer®.orgl.example.com

orderer.example.con

peer@.org2.example.com
peerl.org2.example.com
peeril.orgl.example.com

(b) JA3)) Fabric 75 4%

J## Generating channel configuration transaction 'channel.tx' ##
S el

46.852 CST [common/configtx/tool] main -> INFO 001 Loading configuration

46.855 CST [common/configtx/tool] doOutputChannelCreateT:
46.855 CST [common/configtx/tool] doOutputChannelCreaterT:
==== Channel "mychannel" is created successfully

INFO 002 Generating new channel configtx
> INFO 003 Writing new channel tx

aving all peers join the channel...

(c) fil% Channel

e Generating anchor peer update for OrgiMsP

HHHAHRBHERS

FH R R R R R

2018-06-26 21:32:46.867 CST [common/configtx/tool] main -> INFO 001 Loading configuration

2018-06-26 21:32:46.869 CST [common/configtx/tool] doOutputAnchorPeersUpdate -> INFO 002 Generating anchor peer update
2018-06-26 21:32:46.870 CST [common/configtx/tool] doOutputAnchorPeersUpdate -> INFO 063 Writing anchor peer update

(d) S

(s

REPRY

€ 3 Fabric W H 355

zsq@zsq-ThinkPad-X1-Carbon-5th:~/52[H /BND/12.245 composer-rest-server
Enter the name of the business network card to use:
Specify if you want namespaces in the generated REST API:

Specify if you want to enable authentication for the REST API using Passport:

Specify if you want to enable event publication over WebSockets:
Specify if you want to enable TLS security for the REST API:

To restart the REST server using the same options, issue the following command:

composer-rest-server -c admin@tutorial-network -m never -w true

Discovering types from business network definition ...

Discovered types from business network definition

Generating schemas for all types in business network definition ...
Generated schemas for all types in business network definition
Adding schemas for all types to Loopback ...

Added schemas for all types to Loopback

Browse your REST API at http://localhost:

4 A pll g5 R Y AR I R
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WE 5 s, BRSO E S AR A R
GEEATROBCE WHS, BAEE lId fr add asset 4%
B, EAECTAEM dei, BUFAER AR BOAEM
R Rk, fEREIA . EEAEM TR, BT
PLAR AR B AT W AE Sy o A3 B EE
B A OB, RS AL 5 N
BRI 5 LR e B B IR B RO (R
PREC NV SR BT R Y. G, RGEH
MR REE L, L RIUERCE AR o, B
WA & (R AR IR AR B, B R0
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DL RRCE By Bl g ik, ml BL2e 4, s R
AHPFER. A4, FET composer HESE T A,
Ml 4518 5 Fabric RS PERAR, TFRA
LT O Re AL W g it A, Bk, HA
SEUF IR AT RE A o AORAE 7 RROBL AR AP i) 2% L
FET X BRI RROBLAR 7 7 4 2 T I 1 — K
Ko MRRGIEH LB H M7, FEEH
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